附件：漏洞修复操作指引
（本例以windows server 2022 21H2为例）
1. Windows自动更新
1) 点击“开始”菜单，选择“设置”
[image: ]
2) 在“设置”窗口中，点击“更新和安全”
[image: ]
3) 选择“Windows更新”页面，点击“检查更新”，等待系统自动检查并下载安全可用更新。
[image: ]
4) 安装完成后，根据提示重启机器。可通过进入“查看更新历史记录”查看更新情况。
[image: ]

2. 手动下载及安装更新补丁
1) 右键点击“开始”菜单，选择“运行”
[image: ]
2) 输入winver后确定
[image: ]
3) 确认系统版本（本例中是Windows Server 2022 21H2）
[image: ]
4) 点击链接https://msrc.microsoft.com/update-guide/vulnerability/CVE-2024-38077，找到对应版本的补丁包进行下载。
[image: ]
[image: ]
5) 双击刚才下载的补丁包进行安装，并按“是”确认
[image: ]
[image: ]
6) 安装完成后需要重启机器。
[image: ]
7) 重启完成后，点击“开始“->”设置“->”更新和安全“->”Windows更新“->“查看更新历史记录”查看补丁安装情况。

image6.png
= 5

(5] Windous BIREISENGEE, HETHEMNES.

SR, SR Internet .

winver

© smsEERaREs.

i FEE)...





image7.png
3T Windows™

Windows Server* 2022

Microsoft Windows Server
M 21H2 (BAERGSEIE 20348.2655)
© Microsoft Corporation. EERFAIFL

Windows Server 2022 Datacenter S EAREAFREZEEIROES/
Poeei e e e S e

1RIE Microsoft SUAEEI 22, WA AP EAATRE:

Windows B~





image8.png
BREH |

weamimvn

202457508

20457798

202457508

20457798

202457508

20457798

202457508

20457808

202457508

20457798

202457508

i)

Wingows Server 2012 (server Lore installation)

Windows Server 2012

Windows Server 2008 R2 for x64-based Systems Service Pack 1
(Server Core installation)

Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 for x64-based Systems Service Pack 2
(Server Core installation)

Windows Server 2008 for x64-based Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server
Core installation)

Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2016 (Server Core installation)

Windows Server 2016

Windows Server 2022, 23H? Edition (Server Core installation)

Windows Server 2022 (Server Core installation)

2024278598

Windows Server 2019 (Server Core installation)

#I

Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code

P

BSTEH

Crcal

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

x=

5040485 7

5040407 2
5040408 &7

5040407 7
5040408 7

5040400 7
5040490 7

5040400 7
5040400 &7

5040400 7
5040400 7

5040400 7
5040400 &7

5040434 &7

5040434 17

5040438 7

5040437 7

5040437 &1

5040430 &3

TE
monty Kol

Monthly Rollup &2

Monthly Rollup &2
Security Only. 71

Monthly Rollup &2
Security Only. ™1

Monthly Rollup &2
Security Only &1

Monthly Rollup &2
Security Only 71

Monthly Rollup &2
Security Only &1

Monthly Rollup &2
Security Only &1

Security Update &

Security Update &

Security Update &

Security Update &

Security Update &1




image9.png
“KB5040437"

Updates: 1-20f2 (page 1 0f 1)

<& Previous | Next o,

Title Products Classification Last Updated | Version Size Download
202407 Cumulative Update for icrosoft server operating system version 2262 for u64-based Systems (B5040437) Microsoft Server Operating System-22H2 Security Updates 20247779 wa 3630 M8 Download
Microsoft Server operating system-21H2 Security Updates 20247779 wa 3630 M8





image10.png
Windows ESFRESEE

{RERELUT Windows SRIEESIE?

Windows 22 T2 (KB5040437)

=N





image11.png
R

EEREE. Al
s Windows LT (KBS040437)(5 1 NE#F, 381 M. |





image12.png
I =#==m
EEEFE, RUASHEI B,





image1.png
O a=

T

BB Tienagent

w

BB Windows Powershell

B Windows Fi#:

indows LU

B Windows SETE
B Windows E#ER

indows E&s





image2.png
Windows &8

aE
=F. 0. B
z‘ AME R
B2 9 B8 2. FATA. Talm

L BNER
- WRA. HOGR. SRE

A
B Bek ="K Windows B37. #RE. &

ISR Internet
WLAN, TGS, VPN

Lol
(RO, BT, FSR
B Tfe EAR

o=
BREAE. TR




image3.png
Windows E#

TR BRRAIRER EERRE)

@ IREFIR B

LbrigERdE: 4K, 9:27

TRAVSEH TR TR, BIRERANSERETBImER (7
FANRLE 7 FHIRE Windows FIRIE TR RIS,

o i

W Windows Z£hiy

@ H=rET IR
- AR A
©, EHEAHR
& w= SO 500~ 1700
© mE ) EREFAmER
BESAEITAE LS

 Faswn
Oy BREE
ESEHAIAE





image4.png
@ &

EHRE

EFARS

C Windows Bt

o i

Windows Z2iy

SHERE
=
BWE

 Frswm

Windows E#

R ERFNASRER (B
{REFNESHTRA
_brigEetE: $X, 9:27

aEEE

TRAVSEH TR TRERS, BIHrERAnSERARITBEE (AT
FANRLE 7 FHIRE Windows FIRIE TR RIS,

®

@ ExEmR

Ny BREE
" S EHAAR




image5.png
REEEQ
SHEHETEG)
Windows PowerShell()

Windows PowerShell (SZES)(A)

SHEEHU) >





